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Firewalls Compared

#1 Fortinet Fortigate

v4.0MR3 Patch 10, VM
Release date: 10 September 2012
www.fortinet.com/products/fortigate

Recommended reading: FortiOS
Handbook v3 for FortiOS 4.0 MR3,
Chapter 2 Firewall, Internet Protocol

version 6 (IPvé6)


http://www.fortinet.com/products/fortigate

Firewalls Compared

#2 McAfee Firewall Enterprise

« 8.3.0, VM Release date: 19

September 2012
www.mcafee.com/us/products/firewall-er

* Recommended reading: Product
Guide, McAfee Firewall Enterprise
8.3.0, Chapter 21 IPv4 and IPv6

overview


http://www.mcafee.com/us/products/firewall-enterprise.aspx

What | looked at

Firewall aspects from the viewpoint of an
administrator, someone would install and
administer these devices on a day-to-day basis.

Touching on the IPv6 capability

Administered Firewalls using the appropriate
standalone firewall admin client GUI tool

Comparison relates to VMs, appliances may or
may not be different



Firewall Platforms/OS

* Fortigate
— FortiOS: proprietary OS
— UTM, DLP, WAN opt
— Subscription services

» McAfee
— Linux underneath + Type Enforcement
- UTM
— Application firewall, “AppPrism”
— Subscription services



1. Firewall Initial Install

« Both Firewalls are dual-stacked and
enabled

* Fortigate with initial install:
— Has no default IPv4/IPv6 addressing

— Connect via IPv4 to enable IPv6 on GUI via
System->Admin->Settings, select IPv6
Support, or enable via console

 McAfee with initial install:
— Configure IPv4 at install time
— |Pv6 features enabled by default on GUI
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Fortigate Enable IPv6 on

FortiGate VM Q | B

Help Logout

Administrators Settings

System

= Dashboard Central Management

..... = Status Status & Not Managed
=155 Network FortiManager IP/Domain Name:
- = Interface
= DNS Administration Settings
--» DHCP Server
HTTP Port 80
- = Explicit Proxy
-5 Config HTTPS Port 443
=T Admin Telnet Port 23
= Administrators SSH Port 29
= Admin Profile
#-[E5] Certificates
&[5 Monitor [ Enable Password Policy

View Settings
Language | English =
Lines Per Page 50 (20 - 1000)
Display Options on GUI
& 1pve L] icap
| Central NAT Table L) volp
() Dynamic Profile & Implicit Firewall Policies

& Object Tagging and Coloring IPsec Manual Key

™ Load Balance | DNS Database




Fortigate Interface Addressing

FortiGate VMM

=55 Metwork

-[E5)
o=

=) Dashboard

L] Interface

= DNS
= DHCP Server
= Explicit Proxy
Config

Cerificates

Mrnitnr

portl
port2
] port3
portd
ports
] porté
port?
ports
] portd
portld

(&) Create New ¥

0 e | omeimask | A pusness T e o

192.168.178.43 / 255.255.2556.0 2001:dbB::43:43:43:43/64 HTTRHTTPS,PING S5H

0.0.0.0/0.0.0.0
0.0.0.0/0.0.0.0
0.0.0.0/0.0.0.0
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0
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| W | F:=RTINET
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[ Column Settings |

HTTPHTTPS PING ,S5H
HTTPS, PING,55H, TELNET

Physical
Physical
Physical
Physical
Physical
Physical
Physical
Physical
Physical
Physical
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Fortigate Interface Addressing

FortiGate VMM

S

E! Dashboard
.= Status
=-[5) Network
M |torface
= DNS
= DHCP Server

(LT L EERRRRAEER

iem Explicit Proxy
-y CONfig
- [ Admin
H-[E=] Certificates
3@ Maonitor

[y TSR cr N oy OO o

Router

Edit Interface

Name portl (00:0C:29:DE:DO:B8)
Alias “
Link Status Up

Addressing mode

® manual  'DHCP ! PPPoE

IP/Netmask: 192.168.178.43/255.255.255.0

IPv6 Address: 2001:db8:43:43:43:43/64

["] Dedicate this interface to FortiAP connection
[} Enable one-arm sniffer

["! Enable Explicit Web Proxy
[] override Default MTU Value (bytes)

Administrative Access
EutTPs EPING B uTTP

& ssH _Isnump [ TELNET

IPvE Administrative Access
EHtTPs &piNng EHTTP

EssH [lsnmp [ TELNET
Weight 0
Spillover Threshold 0 kbit's
[7) secondary IP Address
Comments Write a comment...
Administrative Status @ Up© ) Down ©
| OK |

[ FMG-Access

[ FMG-Access

Cancel

e3

Apply




McAfee Interface Addressin

©/ McAfee Firewall Enterprise Admin Console

File 'Is Hel

2 EH 9 A

Bl Firewalls

=-[E] mfeg30.test.com Da
[} Monitar

+

@ ons

@ DHZP Relay
+ Routing
+-[ g Maintenance

rmfes2 1 pos. test com

=+ WPM Configuration

@ quality of Service ——

Interface Configuration | WIC and MIC Group Configuration

Second level

EEX

Shiwe Skakus ‘

+- (| Policy
SR ] etwork Name 4 |NIC O NIC Group
| ]
(@ Interfaces PY . T
(@ Zone Configuration
oo enrernal ek Izl ernl)

» Fifth level

Additional interface information:

Marne; inkernal_netwark

Interface Type: Standard

MNIC or MIC Group: eml

Enabled: Yes

Zone: internal

IP addresses: 192,168,173.83, 2001:db5:178::83

Enabled Zone IP addresses

4 external

192,168, 1,83, 2001:db3::53

Ticket:

9



Interface Configuration: Interface Properties

Interface name: | external_network
Description; Default external network, inkerface|

MIC or MIC Group

emid

[ClvLam id:

Address Configuration

Zone: | external v

[Jobtain an IPv4 address automatically via DHCP

IPvd addresses:

McAfee Interface Addressin

Enable intetface

[JEnable sPam

MTU Size (Bykes)

(%) Standard {15003
() Jumbi (9000)
(") Cuskom {1280 - 2000}

Enable IP+6 on this interface
IPw6 stateless auto address configuration

(#)5tatic () Host mode () Router mode

IPvE addresses:

LR g o1+t
Type Address/Mask Tvpe Address Mask
primary 192.168,1.83/24 primary 2001 :dba: 5364

Cuality of Service Profile

<Mone> -

Qo5 profiles only limit the bandwidth of traffic
leaving an interface. QoS profiles are not supported
an YLAMNs,

Interface id: |020c29FFfetelad2

The interface id only applies to inkerfaces where
IP+6 is enabled.

I QF, ] [ Cancel ] [ Help

9




Modifying IPv6 Specific Settings

» Fortigate
— Settings via CLI, refer FortiOS CLI
Reference FortiOS 4.0 MR3

« McAfee

— router advertisement daemon (rtadvd)
Jetc/rtadvd.conf

—sysctl, used to get or set kernel state
values
/etc/sysctl.conf



& MchAfee Firewall Enterprise Admin Console

File Tools Help

Rd9 25 @

| =/ Firewalls

mfed21p05. test. com
=-[E1 mfed30.test.com Dashboard
;;a Tonitor
=[] Policy
|| Access Contral Rules
/| 55L Rules
[=-[[=] Rulz Elements
[ Applications
[] Metwork Ohjects
2] Time Periods
[] Authenticators
2] mIA
._-I Passport
=g Application Defenses
"o Defenses
4 Groups
SmartFilker
0 GTI Reputation
5 Virus Scanning

% IPs

O Network
7 Mainkenance

Server: mfed30.test.com  Area: Metwork Defenses

Select the attacks and protocol compliance issues to audit, The McAfee Firewall Enterprise always defends against all
attacks and compliance issues regardless of tie audits vou select.,

TCP P

LDP ICMP | ARP IPsec

IP fudits
Audit the selected IPG atbacks:

R A A A A A A A N IR A A Y

address scope conflict

header koo small

hop-by-hop header malformed
hop-by-hop jumbo option malformed
invalid address

irrvalid wersion

link laver broadcast

loopback address spoofed
malformed option

retprobe

option header length incorrect
too many headers

unknown hop-by-hop option

McAfee Network Defense Settings

Restare Def aulks

IPvE

N

Audit the selected IP6 compliance issues;

() audit all 1P6 compliance issues
() Audit severe and moderate IP6 compliance issues
(%) Audit severe IP6 compliance issues

O Do not audit any IP& compliance issues

Select Al

] ’ Dieselect Al

IP Audit Frequency

) Limit auditing (recammended)

Audit the First |1

() Ahways audit

occurencels) every |1

seconds,

Ticket:




2. Firewall Administration Methods

* Fortigate IPv4/IPvo0:

— HTTP/S (GUI), SNMP, SSH, Telnet,
FortiManager

* McAfee IPv4 only:

— Windows Admin Console (GUI), SSH,
Telnet, Control Center



Fortigate First Look

FortiGate VMM
=€) Dashboard
i Status Fostigate. WM [Change]
[ Metwork FGVMEVDON0000000
i 1= Gonfig NAT [Charge]
[ Admin Standalone [Configure]
.-'g H Certificates Mon Oct B 12259108 2012
1 128 Monor | Frmware Viersion 4,0buidD533, 120908 (MR3 Paich 10) [Updaie] [Detss]
| System Confguration Lasi Backup: K& [Backupl [Resiore] [Revisions]
| | Current Adminisirasol ‘admin [Change Password] /L in Total [Detals]
| | wptime O gay() O mour(s) 1 misds)
| | viFual Domain Disabied [Enabie]
| WM License
i Regisy aiion Saus Wl [Uipdate] 1]
| CPUS Detected 171
| Evauation License Expres Sun Ot 14 15:3%40 2012
| Suppon Contract
| Regswation Unseachable a
| FormiGuard Serviess
| aneeas Uneeachabie [Configuee] 9
| w5 Unreachable [Configune] D
| Wdnersbity Sean Uneeachable [Configue]
o
Web Fitering Not Registered [Configure] 5]
Email Fineting Hot Registered [Conigure] %]
Wirtual Domain
VDOMSs Allwed 1
| FomiClent Software
i Fochent Unkcensied [Frier Lic Q
Y, | Foncuent Connections 0110
Palicy
== + Traffic His
. |
INEMaCe; por2
UTM Profiies 1 Hour(s)
T 4000
VPN
3500 ¢
User
000
WAN OpL. & Cache as00
WIFl Controllor £ a0
Log&Report 1500

F=Z:RTINET

A
s 2

I

CPU Uzage 0% Memoey Usage 13%

192.168.178.54 £l

pertl 2

b

192.16B.178.1 1

[New Sessions per Second: 1/ Tolal Concuntend Sessions; 12

= Unit Operation

FLIATINET.

[

ForiClient

b Rebaat 0] Shusdown

- 2012-10-08 125508 License staius changsd to WALID

= 2012.10-08 12:58:06 System restart |




McAfee First Look

Fil= Tools Help

8 E £ H @
Bl Firewalls
mfedz 1 pis. kest.com

= | mfeds0. test, com Dashbaoard

© McAfee Firewall Enterprise Admin Console

Server: mfed30.kest.com  Area: mfed30,test,com Dashboard

Maximize Usage Report Tabs: Refresh Rate: |5 Minutes

L Disconnect

®-E-E-E-E

+ Monitor
L Policy
(3 Metwork
'# Maintenance

rmfed30.test. com - 8.3.0 - Standalone Appliance

Messages from MoAfes:

Mo messages are available

Diownload updates:

o Licensing: Expires in 22 days e’
o Interfaces: Z of 3 enabled
Admins logged in: 2 administrators
Application sessions: 9
WP Definitions: oi{0ide)
Blackhaled IPs: i}
Upkirne: 04:03:25
Global Threat Flmk i s b
Systermn Resources:
Yirtual parkition: 1l | | 47%
1.4 of 3.0 B used
User partition: Il | | 299
0.3 of 1,0 B used
Mermory usage: 1 | 189
CPU usage: i | 1% W
Applications | Threats | Policy | Geo-Location || Users | GTI &

Name !
Af signatures
Application signatures
Gea-Location

IPS signatures

Meccanse From Mrifes

Wersion

6354

3162
201210030520,232

201210031457.5111
144

Display the | 15 | most Frequently-audited | Network-Applications ¥ | over the past | day

Lask checked 5
100412 100003 PM
10/04/12 10:01 PM
10/04/12 10:02 PM
10/04/12 10:02 PM
1AMNAN2 1131 BM

hame Count © |Bytes transferred Risk

Admin Consale 4 417,04 KB Tow |
35H Server 1 0 bytes Iﬁl
£

v [Cck 05, 2012 to now]
-~

Ticket:




3. Firewall IPv6 Objects

Object Type
Address
IP Range

Subnet

IP Pools /
Netmap(NAT)

FQDN / Domain
Host
Geo-Location

Group

Wildcard

Fortigate

McAfee




Fortigate Adding Objects By GUI

FortiGate VM B ‘ Q | Q;| Fi:RTINET

Sysiem f O creae New

Any [

IPwE Address
= 0.0.0.0/0.0.0.0 Subnet

&
& SSLVPN_TUNNEL_ADDR1 10.212.134.[200-210] Any IP Range

L8]

] all =0 IPVE

=

#-({T) Schedule
5| Traffic Shaper
H-iy Virtual IP
#-(3 Load Balance
& Monitor

o O s OSSN e OO o I o OGN



- Fortigate Adding Objects By GUI

)
FortiGate VM Q L £
v e, F:RTINET
i System New Address
| Router | AddressName  [ioqn qui
~ Policy ; Color & [Change]
) = |2 Address Tags '
E Add tags
« Group 9

) - (@ Service ‘ K | |~ Cancel |
l (@ Schedule

Traffic Shaper :
[ @; Virtual IP

#-@) Load Balance
; -8 Monitor
)
\



. Fortigate Adding Objects By GUI

)
, FortiGate VM
i System
| Router Address Name
B Baliny Calor
e
: T
) =[5 Address ags _
- EE friomey
n Add tags
- m Group
) - Cg Service
-7 Schedule
- [&-EF] Traffic Shaper
| | #&vinar
-3 Load Balance
: &= Monitor
)
)

[subnetA_gui

8l [Change]

New Address

[2001:db8:1000:2000:/56

| Cancel

2 %

RTINET



Fortigate Adding Objects By CLI

Fortigate-UM # config firewall addressb

Fortigate-UM (addressb) # edit testA_cwkd
nedw entry ‘testA_cmd’ added

Fortigate-UM (testA_cmd) # set ipb 28681:db8::a:b:c:d
Fortigate-UM (testA_cmd) # next

Fortigate-UM (addressb) # edit subnetA_cmd
new entry ‘subnetA_cmd’ added

Fortigate-UM (subnetA_cmd) # set ipb ZHH1:db8:1888:28088::

Fortigate-UM (subnetA_cmd) # end

Fortigate-UM #



Fortigate Adding Objects By CLI

Fortigate-UM #
Fortigate-UM # show firewall addressb
config firewall addressb
edit "all"
next
edit "testA_gui™
zset ipb 2HBB1:db8::a:b:c:d-128
next
edit "subnetA_gui”
set ipb 26881:db8:18H8:28H4: : /56
next
edit "testA_crd"
zet ipb 2H8B1:db8::a:b:c:d- 128
next
edit "subnetA_cmd"”
set ipb 2881:db8:1888:2888: :-56
next
end

Fortigate-UM # _



Fortigate Objects

FortiGate VM

System

Router

Policy

Firewall Objects

=8 E‘ Address

2-(77) Schedule
-] Traffic Shaper
i Virtual IP
J-(G3 Load Balance

<[] Monitor

oo TR oy OO e JOUOH o TN oy OO

@ Create New * .

| & | F::RTINET

R e . e

(= al
0 f## SSLVPN_TUNNEL_ADDR1
M ] all
[} f&] subnetA_cmd
O f€] subnetA_gui
[} fE] testA_cmd

O [&] testA_gui

0.0.0.0¢0.0.0.0
10.212.134.[200-210]
0
2001:db8:1000:2000:./56
2001:db8:1000:2000::/56
2001:db8::a:bic:d/128

2001:db8:ab:.c:d/128

Any

Subnet
IP Range
IPVE
IPVE
IPV&
IPVG

IPVE

= = = = N

=




Adding McAfee Objects by GUI

¥ McAfee Firewall Enterprise Admin Console

File Tools Help

Bl Firewalls
rfed21p0s, kest, com
=[] mFed30.test.com Dashboard
_f Maonitar
[=)[ L] Policy
|| Access Control Rules
|| 55L Rules
=[] Rule Elements
[=7] applications
[=7] Metwork Objects
[=7] Time Periods
[ authenticators
=] mIa
|£| Passpork
L4 Application Defenses
50 MNetwork Defenses
% IPS
=l d Mebwork,
(D Interfaces
(A Zone Configuration
[ ] VPN Configuration
A DN
G Quality of Service
(3 DHCP Relay
,___ Fouting
[# Maintenance

Server: mfed30.test.com  Area: Metwork Objects

# = |
=h Camain
TYR  Geo-Location
=1 Host

IP Address
IF Range
Metgroup
Metrap
Subret

SEL

o 4 | Find: |

Yalue Desc

arimaty DS resolver | 192.1658.1758.54 Metw




McAfee Adding Objects By

T/ McAfee Firewall Enterprise Admin Console

File Tools Help

El = 9 2 5 @ Server: mPed30.test.com  Area: Mebwork Objecks
.E.l Firewalls -
. g - v P < | Find:
- [E] mfesz1p0s.test.com @ | B | —

El@ rfed30.test, com Dashboard Type ¢ |Mame Yalue Desc
E- Marnitor ﬂ- IP Address  |inkernal primary DNS resolver | 192,168,178.54 Metw,
[=1-[ L] Policy

----- || Access Control Rules
----- || 55L Rules

=M Rule Elements

22 Applications

[ Metwork Objects

~[22] Time Periods

-] Authenticators

-] MIA

2] Passport

=} L',f Application Defenses

=+ LQ Defenses

- J Groups
SmartFilker

‘@ aTI Reputation

‘@ YWirus Scanning

I% Metwark Defenses

IPs
-4 Metwark
-, Maintenance

[u]

Network Objects: IP Address

Marne:

Description:

IP Address:

|test.ﬁ._gui

|2IIIIII1:|:|I:|8::a:I:|:|::|:I|

Add

Close

] [ Help




McAfee Adding Objects By GUI

T/ McAfee Firewall Enterprise Admin Console

File Toaols Help

El = 9 2 E @ Server: mfed30.kest.com  Area: Mebwork Objects
B Firewalls = | [ F -
= o - “P <4 | Find: |
@ rfedz1p0s. test. com @ & © | E'J Fﬁl |
=[] mFefa test, com Dashboard Type ¢ Mame Diest
" Manikor B2 p pddress  |internal primary DS resolver |192,168.178.54
=[] Palicy
[ Access Contral Rules 1P Address 2001:dba:a:bicd
] 55L Rules

=& Rule Elements

2] applications

2] Metwork Objects

2] Time Periods

~[i2] Authenticators

o iE] MIA

. EE| Passport

=- L’,g' Application Defenses

[#- LJ Defenses Mame: |5l.||:|net.ﬁ._|;|ui |

L':,; Groups
smartFilker Descripkion: | |

- GTI Reputation

- ¥irus Scanning Subnet: |2IIIEII:|:|I:|E=:1EIEIEI:2EIIIIIII:: | | 56 | s

L8 Metwark Defenses

ﬁ IPS

[+ Metwork,

EEI---["E Maintenance

Network Objects: Subnet

[ Add J [ Close ] [ Help




McAfee Adding Objects By CLI

mMcAfee:Admn {11} % cf ipaddr add name=testA cmd
ipaddr=2001:db8::a:b:c:d
mMcAfee:Admn {12} % cf subnet add name=subnetA cmd
bits=56 subnet=2001:db8:1000:2000::
mMcAfee:Admn {13} % cf ipaddr query
ipaddr add name=testA gui ipaddr=2001:db8::a:b:c:d
description=""\

last_ changed by='admin on Thu Oct 4 22:13:21 2012’
ipaddr add name=testA cmd
ipaddr=2001:0db8:0000:0000:000a:000b:000c:000d \

description="'last_changed by='admin on Thu Oct 4
22:31:06 2012
ipaddr add name='internal primary DNS resolver’
ipaddr=192.168.178.54 \

description="'Network object for internal zone primary DNS
resolver' \

last changed by='system on Sat Sep 29 05:51:58 2012"
mMcAfee:Admn {14} % cf subnet query
subnet add name= subnetA cmd bits=56\




McAfee Objects

© McAfee Firewall Enterprise Admin Console

File Taools Help

Bl Firewalls
mfed21p0s, test.cam
=& mFes30.test.com Dashboard
) MI:I!'Iitl:Ir
[=)-[L] Policy
|| Access Control Rules
|| 55LRules
[=-[ 7 Rule Elements
| .ﬁ.ppllcatluns

= T|me Peru:n:ls
[ authenticators
] MIA
|£| Passpart
L7 Application Defenses
"8 Metwork Defenses
I% IPS
=1 Mebwork,
(& Interfaces
(& Zone Configuration
[ ] PN Configuration
(3 DS
@ Quality of Service
(3 DHCP Relay
: Routing
[# Maintenance

Server: mfeg30.test.com  Area: Metwork Objects

-G O P A |Fnd |

Type !
g IP Address

Marme

internal primary DM resokver

Yalue Desc

192, 168.175.54

2 IP Address | kestA_cmd 2001 :0db&: 0000:0000: 000a: 000b: 000c:000d
2 IP Address | kestd_gui 2001:db&:aibicid

il Subnet subnekd_cmd 2001:0dba: 1000 2000 000; 2000; 0000: 000056
i, Subnet subnetA_gui 2001 :db&: 1000: 2000;: /56




4. Applications vs Services

* Fortigate has Services
— TCP/UDP/SCTP
—lcmp
—lcmp6
— P
* McAfee has Applications
— UDP/TCP
—HTTP
— Other ( predefined application is a parent)




Fortigate Services

FortiGate VIV

System

Router

Policy

Firewall Objects

=-f2] Address

--= Address

- = Group

=@ Service

- = Gustom

- = Group

- = Web Proxy Service

--= Web Proxy Service Group
H-[[7) Schedule

5| Traffic Shaper

-4 Virtual IP

- () Load Balance

- Monitor

[ T orm SO s OO s IO |

CVSPSERVER
DCE-RPC
DHCP

DHCP&

DNS

ESP

FINGER

FTP

FTP_GET
FTP_PUT
GOPHER

GRE

H323

HTTP

HTTPS
ICMP_ANY

IKE

IMAP

IMAPS
INFO_ADDRESS
INFO_REQUEST
IRC

e pew |

TCP/7000-7009 UDP/T000-7009
IP/51

ALL

TCP/5190-5194
TCPIT9

TCP/2401 UDP/2401
TCP/135 UDP/135
UDP/67-68
UDP/546,547
TCP/53 UDP/53
IP/50

TCPI79

TCP21

TCP/21

TCR21

TCPI70

P47
TCP/1720,1503 UDP/1719
TCP/80

TCP/443

ICMPIANY
UDP/500,4500
TCP/143

TCP/993

ICMP/17

ICMP/15
TCP/6660-6669



Fortigate Services

FortiGate VM
=S
System E
Router || Name Custom-SSSH
Policy % Color 2 [Change]
Firewall Objects f  Protocol Type | TCRAUDPISCTR
Ela Address % Protocol Source Port Destination Port
- = Group | (me oz [1 | |essss | (22 22
=-L@ Service E (e 2] [ 65535 | | ' il

- Predefined

| Adid |

e Gmup h | QK | Cancel

- = Web Proxy Service

--u Web Proxy Service Group
H-([T) Schedule

5| Traffic Shaper

iy Virtual IP

-3 Load Balance

e-[=8 Monitor

o TR oy TR oy TR sy IO |




McAfee Applications

©) McAfee Firewall Enterprise Admin Console

File Tools Help

REd9 28 @
Bl Firewalls
mfed21p0S.kest. com
w2 mFes30.test. com Dashboard
‘_? Moriikor
=[] Policy
[ =] Access Cantral Rules
[=] 550 Rules
=[5} Rule Elements

[E27] Mebwark Objects
[:2] Time Periods
[ Authenticators
] mIa
[2] Passport
g Application Defenses
T80 Metwork Defenses
% 1PS
4 Metwork,
[ Mainkenance

testvm

Manage: |Applications

Server: mfed30.test.com  Area: Applications

v b

]

Filter by risk: 50 | @ P = J 1448 Matching Application{s) | Q Search

Risk. Name ¢ |Filtered Categories Other Cateqaries C
Filter by categories: [ | | 100k Peer to Peer (P2P) 0

123=pider Search)Indexing Engine Spiders and Crawlers

126 Mail wieh Mail

1fichier Storage
Anonymizers/Proxies - Lund1 Mail Wik Mail
Authentication Services 2Bone OFfline Crawlers
Business Web Applications 2channel Sacial Hetworking
Collabor ation/iContent Management )
‘ ol Maritor 2DPlay Garming
ormmercial Monitoring — - - -
Database 4FileHasking File Sharing
Cirectory Services 4RemoteSupport Remate Adminiskration
ERF/CRM 4shared File Sharing
Email [T ’ - . A
HIGH S1.com zaming, Social Mebworking, Storage, Skreaming ..

Ernail Harvesters _J " ! :
Embedded Web Applications Acast net Streaming Media
Feed Readers <Ay = Infrastructure Services w
File sharing B
Gaming Marme: |100ba|:| | Risk:
IT Ukilities o Catomri
Infrastruckure Services Application discavery (last 150 days): ALBOONIES: | peey bo Peer (P2P)
Inskant Messaging M skats available at this tme,
Mobile Software
Offline Crawlers < | [#
Peer ko Peer (P2P) — —
PhotofYideo Sharing Associated rules: Description:
Remate Administration —| |action ¢ |Mame 100bao: A peet-to-peer file-sharing application
Remote Deskiop/Terminal Services Ports: TCP/30.443, 1234 S5Lj443
SearchyIndexing Engine Spiders and Craw ores: 1L, !
Social Metworking Mcafee Audit Google  Bing
Software/Svstern Updates
Skorage
Skreaming Media b’
< | >

Ticket:




McAfee Appl

cations

Mc.ﬁ.fee Firewall Enterprise Admin Console

139 20

B Firewalls
|_j Manitar
[=)-[L] Policy

[=] =5L Rules

i!(’ Applic
T8 Metwd
% IPs
4 Metwork
[ Maintenar

[E] testymn

[ mfea21p0s test.com
w2 mfed30.kest.com Dashboard

[=] Access Control Rules

(=[5 Rule Elements

Applications
Mebwork Chjects

Applications: View Application

@ Server: mfed30.test.com  Area: Applications

Manage: |&pplications

v

Filter by risk:

Filter by categories:

aF = | 1448 Matching Applicationis) |Q il @-l ‘
Risk, Mame # | Filkered Categories Cither Cakegories b
m | Filernail, com | | File Sharing

Web Mail
Web Mail

MName: |Gmail

| ik 1

Application discovery (last 180 days):

Mo stats available at this time.

Associated rules:

Categaries: \Weh Mail

<

Description:

,weh Mail

b

A T o I

Action ¢ | Mame

|A

|

Ports: TCPf&0 35443

Mcafee Source Audit Google  Bing

Gmail: Web based mail provided by Google Inc.

ovided by Google Inc,

Eoogle Bing

Close ] [ Help




T/ McAfee Firewall Enterprise Admin Console

File  Tools Help

29 2H @

Server: mfed30.test.com  Area: Applications

5 Firewalls
- [E mfesz1p0s kest,com
mmm| = [E]] mfed30 test.com Dashboard
; [ Maritor
-] Palicy
----- [=] Access Control Rules
----- [=] 55L Rules
=[5 Rule Elements

-2 Applications
22 Metwork Objects
Tige Dawicd

Manage: | Applications b |

Filter by risk:

Filter by categories:

To filker applications by category, click on
one oF more categories From the list below,

i Applications: New Application

aF | Fﬁl 5 | = | 1448 Matching Applicationis)

Risk:

| Telnet Server

Filtered Categories

Qther Categories

Remote Administration

Q kelnet @

Marne: Custom-S5H-1PvE

E—:I--J:."" Appli

Description:

(%) TCPJUDP
CIHTTP
() other. .

Parent application:

TCF ports: |22

551 parks: |

UDP ports: |

application with a new set of ports,

@ & custom application pairs the signature of a parent

OK[}—H carcel | [ Hep | [ ke (T

----- (3 DHCP Relay
[ Routing
[#-[# Maintenance

Rermoke Desktop Terminal Services e e SEEEETERT b emate Administration
Search/Indexing Engine Spiders and Craw Mo stats available at this time.

Social Mebworking

Software/System Updates <

Storage o

Streaming Media Associated rules: Description:

Toolbars/PC Lkilities
Tunnels

Voice over IP (VoIP)
Wb Browsing

Web Conferencing
W'eh Mail

=

< | *

|

Action ¢ | Mame

adrniniskrakion

Ports: TCPf23

Moafee Source Audit Google  Bing

Telnet {teletype network): A network probocal For remaobe

Ticket:




Overview | Interactions |

Marne: |TestIPv6 rule

| [¥]Enable rule  Action:

Browse: |Applications

Capabilities;

Click here to specify an application

Default ports

Click here ko specify an endpoink

lick here bo specify an endpoink

X

55H
[ |35H Server

| TCRj22

Application defense group:

| <Diefault group >

a

Advanced | ¥

M Alweays active

Error,
Users
Click H Errar encountered while modifving rule data: rule: TestIPve rule: The
combination of source, dest, nat, redir and application:55H will not pass
traffic: The application must suppart PG,
| Zone: | exkernal ~ |
TI Host Reputation:
v | Zone: | internal v | Hane 3 |
MAaT: | <MNaone> vl Redirect:| <Maone> vl

Audit: | verbose

Preserve source park

Redirect port: I:l

v| Authenticator: |<:N0nell'Passpnrt:=

v

IPS Signatures: | <Mone=

IPS Responses: | <Mone =

8

E¥ | Describe your rule here

Applicati 5 Deskinati
pplications Ports: [) OLrcE eskination d= ., :&? m
Applications Endpaints | Endpaints | | Mane Categories
33H <Ay WaE <Ay YaE [ Cuskom-55H-IPva Infrastructure Servi

Remaote Adminiskrati

Last modified by admin on 10f12/12 08:57:48 PMEST

J 1

Cancel ] ’_ Help

=




5.Routing

- Fortigate
— Static, Dynamic: RIPng, BGP4+, OSPFv4

— IPv6 dynamic routing must be configured using
CLI

- McAfee
— Static, Dynamic: BGP4+, OSPFv4

— Configured using CLI/GUI. GUI invokes a file
editor

— Uses Quagga 0.99.21 for all route management
www.quagga.net , FW:/secureos/etc/quagga



http://www.quagga.net/

Fortigate Add Static Routes By GUI

g Dynamic
-[& Monitor

.
i Q| | Fu=
FortiGate VM ‘ | N SERTINET

- =

System : @Createmm 4 [ Column Settings ]
| = static l
1 = Policy Route
% E-----Setljngs

M
e}
.
o)
Ei'_
@
<
=
HE)

—

Edit Static Route

Destination IPMask  |2001:db8:0:1100:/56

Device port2 = [
Gateway (2001:db8:1
""" | comments [subnetC | Tie3
5% Dynamic | Advanced.. |
+I-(8] Monitor Priority o |(0-4294967295) N
Distance 10 (1-255)




Fortigate Add Static Routes By CLI

FortiGate VIM

@\@

Help Logout

Fz:RTINET

System

J Create New ™

v 1Pv6 Route
== Static 2001:db8:0:1100::/56
2001:db8:aaaa:1112::/63
Policy Route 2001:db8:abcd:f000:/72
Settings 2001:dbB:ef01:f000::/55
A Dynamic
w-[E Monitor

Fortigate-UM #
Fortigate-UM # config router =tatich

Fortigate-UM (staticb) # edit 5
new entry '5° added

Fortigate-UM (5) # set comment “subnetG"”

Fortigate-UM (5) # set device "port2”

Fortigate-UM (5) # set dst 2881:dbB8:1234:5678::~

Fortigate-UM R5) # set gateway 2HH1:dbB::

Fortigate-UM (5) # next
Fortigate-UM (staticb) # end

Fortigate-UM #

2001:db8::1
2001:db8::1
2001:db8::1
2001:db8::1

port2
port2
port2
port2

[ Column Setting:

—_—m

subnetC
subnetD
subnetE

subnetF



McAfee Add Static Routes By GUI

&' McAfee Firewall Enterprise Admin Console

File Tools Help

a9 20 @

Server: mfed30.test.comn  Area: Static Routing

_gl Firewsalls

----- [E] mfesz1p0s, test.com
=- @, mfe&30.kest, com Dashboard

l L& Manitaor

3

[ Policy
----- |_-| Access Control Rules
----- [=] 55L Rules
[=)- LE Rule Elements
it | &pplications
25| MNebwork Objects
2| Time Perinds
5| Authenticators
MIA
:5 | Passport
%4 Application Defenses
I% Metwark Defenses

IPS

=8 Metwork,

----- (@ Interfaces
----- (@ Zone Configuration
-7 ¥PM Configuration
..... @ DS
----- (@ Quality of Service
----- & DHCP Relay

i .
[=-[ =] Routing

i Skatic Routing
Crynamic Rouking

74 Maintenance

#5700 ]

Route Type + | Destination Prefix Gakeway Distance  Descripkion
Primary Defaulk defaulk 192.168.1.1

Alkernate Default | backup 192.168.1758.1

IPve Defaul wE_default

Static Routes: Host/Network Route Properties

Foute type: (O Host (30 Mebwork

Descripkion: | |

Deskination: || | Prefix:
Gakteway: | | Distance:

N

[ Ok ] [ Cancel ] [ Help




McAfee Add Static Routes By GUI

&
oy

= McAfee Firewall Enterprise Admin Console

File Tools Help

BE9 £33 @

Server: mfeg30.test.com  Area: Static Routing

_E_.I Firewalls
o [E] mfes21p0s.test.com
EI@, mfeg30.test, com Dashboard

Manitar

=L Palicy
----- [=] Access Control Rules
----- [=] s5L Rules

=[] Rule Elements

. Applicatiors
Metwork Cojects
Time Periods

a2 | Authenticators
MIA,

Ej--L";g' Application Defenses

----- “u Metwork Deferses
é IPS
=4 Metwork
----- (3 Interfaces
----- (@ Zone Configuration
Ej--jj’ YPM Canfiguration
..... Q DMS
..... (@ Quality of Service
----- (& DHCP Relay
=[] Routing

g Static Routing

[l 5 Dynamic Fouting

= Maintenance

¥ Olema|

Route Type -

Prirnary Defaulk

Destination

default

Prefix

Gateway

192.168.1.1

Distance | Description

Alkernate Default | backup 192.168.178.1

IPv& Default wi_default

Metwark, 2001:dbd:0:1100:: 56 2001:dbi::1 1 subnetC
Metwark, 2001:db&aaas:1112: 63 2001:db&::1 1 subneth

Route type:

) Host (%) Metwork

Static Routes: Host/Network Route Propertie

Descripkion: |subnetE

Errar encountered while trying to add a static rouke: mask 72 is a
non-conkiguous subnet mask

Diestination: |ZDEIl:d|38:ahcd:FEIEID::

Gakeway:

|2IJIZIl:|:||:|8::1

| Distance:

ok ||

Cancel ] [ Help




McAfee Add Static Routes By CLI

mMcAfee:Admn {3} % cf route add route=2001:db8:ef01:f000::/72
gateway=2001:db8::1 distance=1

route add error: ParameterError: mask 72 is a non-contiguous
subnet mask

mMcAfee:Admn {4} % cf route add route=2001:db8:ef01:f000::/78
gateway=2001:db8::1 distance=1

route add error: ParameterError: mask 78 is a non-contiguous
subnet mask

mMcAfee:Admn {5} % cf route add route=2001:db8:ef01:f000::/55
gateway=2001:db8::1 distance=1

route add error: ParameterError: mask 55 is a non-contiguous
subnet mask

mMcAfee:Admn {6} % cf route add
route=2001:db8:ef01:f000::/56 gateway=2001:db8::1
distance=1

mMcAfee:Admn {7} % echo "obase=2;72;78;55;56" | bc

1001000

1001110

110111




6. FW IPv6 Policies

Fortigate policy listing

System

Router

Policy

= [Z] Policy
b Policy
= Central NAT Table
.= Sniffer Policy
Mooy
..« Protocol Options

- [=] Monitor

() Create New ¥~

Column Settings 57 Filter Settings

® section View ' Global View

 Scheaue

w internal -> wan1 (1)

1 {8l all
w wanl->internal (1)

2 3 targetB
w Implicit (1)

3 all

A targetB

3]

all

[T aways

[T always

always

[=] ANY

=] ANY

v' ACCEPT

v' ACCEPT

@ DENY

)




Fortigate

Y 1Pv6 Policy
i m Protocol Options

&8 Monitor

Source Interface/Zone
Source Address
Destination Interface/Zone
Destination Address
Schedule

Service

Action
& Log Allowed Traffic

Enable ldentity Based Paolicy

& utm

[l Enable AntiVirus
["] Enable Weh Filter
('] Enable Email Filter
M

Enable DLP Sensor
Protocol Options

& Traffic Shaping
[} shared Traffic Shaper

["! Shared Traffic Shaper Reverse Direction
Tags

Applied tags

Add tags

Comments

internal
f&] all
wanl
targetB
(3 aways
[==] ANY

v ACCEPT

default
default
default
default

default

[Please Select]

[Please Select]

IPvo Rule

Edit Policy

gn

Write a comment...

Cancel




McAfee Policy Listing

© MchAfee

File  Tools Help
= d £ 0 @
B Firewalls

a mfefz1p0s.kest. com

rfed30.test, com
=-[E] testvm Dashboard

[=)+{"4 Monitar
= | Audit Yiewing
| fudit Management
@ ePolicy Crchestrator
_;",I Firewwall Policy Report
2| Attack Responses
Bif| System Responses
| Profiler
B shMp agant

| 55L Rules
=] Rule Elements %

*4 Spplication Defenses
T8 Metwork Defenses
IPS
= Metwark,
(@ Interfaces
(@ Zone Configuration
[ wPM Configuration
@ DS
A Quality of Service
(& DHCP Relay
"7 Routing
% Maintenance
5. Adrinistrator Accounts
5. Remote Access Managemer
5 Certificate/Key Managemer
. Cluster Wizard
% Control Center Registratior
', Configuration Backup
' Date and Time
AL FIPS
. Hardware Acceleration
. License
' Software Managemant
e Swstem Shukdown

1

Pt

ewall Enterprise Admin Console

Setver: testym

g I 5

Area: Access Conkrol Rules

Jlﬂf o+ lrlFind:

(2 Find Hows

Active Rules l [ Columns l |

Mame
(=[5 {1-100 Firewsall Policy
|| (1) IPv6 general access
|| (20 ary IPw4 bo pri2
| (30 any IPw4 For pri
A=l (a-5) NS
[=h 5 (6-9) Administration
[EE|
|| {73 Login Console
|| (8} Admin Consale
|| (9} Secure Shell Server
{10 Deny Al

Enabled  Action  Application

L8488 S§8848488

Allow
Allow
Allow

Allow
Allow
Allow
Deny

<Ay >
<Ay >
<Ay =

Login Console
Adrin Console
S5H Server
<Ay =

Source Zone

internal
internal
external

Firewall
internal
internal
ANy =

Source

subnet_priz_ve (Subne external
subnet_priZ (Subnet)  external

subnet_pri (Subnet)  inkernal
<Ay V4 Firgwal
<Ay Ve inkernal
<Ay Ve inkernal
<Ay = <Any =

Destination ...

Destination Application C

subnet_priva {Subnel <Default gror
subnet_pri (Subnet)  <Default gror

ANy V= <Defaul gro

ANy V= <Defaul gro
<Ny V= <Default grot
Ay Ve <Default gron
ANy <Default gro




McAfee Rule

Rules: Rule Properties

Overview | Inkeractions

[Mame: |IPV6 general access

| [¥]Enable rule  Action: Browse: |Destination endpoinks

M Alwavs active

Audit: | Werbose

s | - Applications Ports: () Source Destination . |Q Search @||
Applications Endpoaints Endpaints Marne Properties
<Ay = subnet_priZ_ve {Subnet) subnet_prive (3ubnet) 2001:2000:a:b:: /64
[ <Ay Y4
[ =y Va=
[ =hny=
[ =CommandCenter servers
[0 =ePo server= (IP) 127.0.0.1
[ =Firewall= (1P} 127.0.0.1
[ <localhost = (Host)
[ =SmartFilter server= (IP) 127.0.0.1
[ irkernal primary DNS resaly 192,168,254
[ subnet_pri {Subnet) 192,168,100.0/24
[ subnet_priz (Subnet) 192.168.173.0/24
Capabilities: Users and Groups [ ' subnet_priz_v6 (Subnet) 2001:44b&:1117:1600::
| | Zone: |externa| vl

Application defense group: TI Host Reputation:

| <Default group > v| Zone: | internal v| | Mone v|

Advanced | ¥

MaT: | <Mone= v| Redirect:| <Mone:= v|

Redirect port: I:I

v| Authenticator: |::Nonell'Passpnrt>

]

IPS Signatures: | =Mone=

IPS Responses: | <Mone:=

|

Last modified by admin on 10/11/12 12:01:49 PM EDT

(04 ] l Cancel l [ Help




ortigate Logging

D Refresh &) Download Raw Log  [5] Column Settings 7 Fiter Settings 3 Detailed Information ~

System
"¢ Tvoate  [vTme |vswc N T T L I
. s 1 2101 285155 ———__
Polhy 2 2012-10-11 23:50:55 2001:44b8:1117:1600:€931:3c67:c0f2:69ec ! 1236itcp 80B
3 2012-10-11 23:50:55 2001:44b8:1117:1600:€931:3c67:c0f2:69ec 32TV The 80B 0B
Firewall Objects C cp v
4 2012-10-11 23:50:55 2001:44b8:1117:1600:€931:3c67:c0f2:69ec 2135/tcp B0B 0B v
UTM Profiles i -
Log location: Disk 11207 » M
VPN «C Y
User Date Time 2012-10-11 23:51:55 Date 2012-10-11
WIFi Controlier Time 23:51:55 Level notice
Sub Ty allowed D 2
Log&Report L
; Virtual Domain root Dir Display org
Log & Archive Access Tran Display noop src 2001:44b8:1117:1600:931:3c67:c012:69ec
= EventLog
Src Name 2001:44b8:1117:1600:2931:3c67:c0f2:69%ec Src Port 0
= AntiVirus Log |
) | | Dst 2001:db8:a:b:c:d:e:2 Dst Name 2001:db8:a:b:c:d:e:2
= Web Filter Log
Dst Port 0 Dst NAT IP NIA
= Application Control Log
- = Attack Log Dst NAT Port 0 Service other
.= Emalil Filter Log Protocol 58 IM and P2P Application NA
.= DLP Log Duration 173 Rule 2
= Traffic Log Policy ID 2 Sent 116 KB
- = Vulnerability Scan Log Received 13KB Sent Packets 114
&I, FAMS Received Packets 13 VPN NIA
{7 Log Config Src Interface intemnal Dst Interface wanl
&= Monitor Serial Number 5092 Status v
User NA Group NVA
Carrier End Point NA Application Name NVA
Application Category N/A Sent Shaper Bytes Dropped 0
Received Shaper Bytes 0 Per-IP Shaper Bytes Dropped 0
Dropped
Sent Shaper Name NA Received Shaper Name NA
Per-IP Shaper Name N/A Identity Index 0
Src NAT IP NA Src NAT Port 0
Destination Country NiA VPN Type NiA
VPN Tunnel NiA Profile Group Name NiA
Sub Application Category NA Sub Application Name NA
Source Country N/A




McAfee Logging

& McAfee Firewall Enterprise Admin Console

Fil=  Tools

5

Help

£f0E @

Bl Firewalls
mfed21p0S.test.com
mfed30. kesk,com

= [E] testwrn Dashboard

=

Manikar
B8] Audi
| Audit Management
@ ePualicy Crchestrator
3 Firewall Policy Repart
27 Attack Responses
Bf| System Responses
| Profiler

g sump Agent

i Policy

/| Access Control Rules

| 55L Rules

=] Rule Elements

* 4 Application Defenses

"8 Mebwork Defenses
IFS

Metwork

@ Interfaces

@ Zone Corfiguration

[ WPM Configuration

@ DS

@ Quality of Sarvice

(& DHCP Relay

= Rauking

#, Mainkenance

* Adminiskrakor Accounts

. Remote Access Managemer
. Certificate/Key Managemer
Cluster Wizard

Control Center Reqistratior
. Configuration Backup

. Dabe and Time

FIPS

. Hardware Acceleration

, License

. Software Management
Swskermn Shukdown

EATATATATATATATATLATATAT

S

Server: kestym  Area: Audit Viewing

oao

O - O (ooes ) || _

Audits
[

A Common

Al Audit
Atkack Al
Config Change
System All
VPN

A Custom

| advanced

Access Conkrol Lisk

ACL Allowy

ACL Derry

Application Defense YWiol
Application Defense Viol
Atkack Severe

Buffer Crwerflow atkack
Denied Authentication
DOS All

DOS Severe

Error

General Atkack Al
General Atkack Severe
Hi Failovver

Hardware Software Fail
Host License Exceeded
IPFilter Deny

IPsec Errar

Keyword Filker Failure
License Expiration

Log OwerFlaw

hekwark, Probe
Mekwark. Traffic

Mot Config Change
Policy Yiolation Al
Palicy Yiolation Sewvere

- — 5

hd

Date

2012-10-11
2012-10-11
2012-10-11

2012-10-11
2012-10-11
2012-10-11
2012-10-11
2012-10-11

Creerview | Ascii
Drake:
Source:

Info:

Tirme

12:42:53 -0400
12:42:53 -0400
12:42:17 -0400

12:42:15 -0400
12:41:53 -0400
12:41:53 -0400
12:40:53 -0400
12:40:53 -0400

Filter Builder

Tirne:

IP Tools

Syslog
Debugging (7)
Debugging (7)
Errors (3)

Errors (3}

Debugaing (7}
Debugaing (7}
Debugaing (7}
Debugaing (7}

Policy Tools
Syslog:

Twpe

geninfo

lcrn

errar

errar

geninfo

lerm

geninfo

lerm

Dest:

Application Source IP Source Zo

fedn:1:4862:cf4. .. | external

Facility:

|9:
=

Tickek:




McAfee Logqing

0w B -4 [ (o

Audits Date Tirne Syslog Type Application Source IP Source Z¢
El,_—|] Cormmon =l
el Adi
Attack Al
------------ Config Changs
............ System A”

Audit Viewing: Detail View

"""""" ACL Al Field ¢ Walue
s 2012-10-11
applicg
............ applicd  |DestIP 2001:44b8:1117:1600::83
............ Abtack Dest Port —— —
____________ Buffer F— — 2001:44b3: internal
"""""" Eg‘:e: Reason An unexpected ICMPyva packet was received,
____________ LIS 50 Source IP 2001:44b&:1117:1600; 4862 cF4F:F410: 8ebs
............ Errar Source Zone inkernal
"""""" GEners Time 12:42:15 -0400
3Ener 3
H& Fai
------------ Hardu
............ Hust LI
IPFilte
------------ IPsec H
............ KE-":."WCI }
............ LICEI'ISE
............ Ll:lg e}
............ Mebwo ¢ | s El_iEITID
............ Netwl:l _ —
------------ hok Cof [Show Details] [ Copy ] 600:83
............ PCI"C‘:." b
............ Palicy [ Previous l [ ek ] [ Close l ’ Help ]
= dliff

< .




McAfee Logging

080 £ -1
Audits Diate Time Swslog Type Application Source IP Source Zc
= ;IJ Cammon .
Al Audit
artack All
Confi e wpe s 1 ups
B Audit Viewing: Detail View
Swshe
VPN
(Hcustod | Field s Walue A
= _—lj.\!\dvan Area nil_area
4
Y Date 2012-10-11 12:42:15 -0400
aCL Al -
ACL D Dstip 2001:44b5:1117: 16005183
Applic Event ICMPvE netprobe
Applics Facility kernel_icmp
Artack) . - )
Hoskname wmkest, example, com 2001:44b8:1117.. | internal
Buffer
Denied ICMP_sublbype 1
DS & ICMP_type 4
DOS 5 Interface eml
I Priority minar
GENEr
Protocol 53
(3EnEr
HA Fai Reasan An unexpected ICMPwE packet was received,
Hardw Source Zone inkernal
Host Lt |5pcip 2001:44b5: 1117:1600:4862:cF4F:F410:52bS
IPFilke; el 4
IPsec B ¥ing
Keywio Swslog Warnings {4} B 5
Licenss Tvpe nekprobe -
sk v )
Ekwol P I 5 el_icmp
Metwo — — 600:83
Mok o [Hide Details l [ Copy ] -
Palicy
Palicy ’ Presvious ] Mexxk ] Close ] [ Help
- | ciff

|

&



7. Other IPv6 Bits

Fortigate

DHCP Server

DNS Server

High Availability, 3 types:

- FGCP 2 to 4 units, Active

- TCP session synchronization
- VRRP: Active/Standby
Identity-based security policies
IPv6 tunnel over IPv4

IPv4 tunnel over IPv6

IPsec VPN

Logging

SNMP

SSL VPN

UTM Protection

McAfee

Applications - not all support

IPv6

DNS Server

High Availability:

Active/Standby

IPv6 NAT/Redirect

UTM - IPS + limited
Applications protection

VPN - Gateway to Gateway



