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“The IPv6 Final Marathon” vision & way Forward




Evolving the Internet Architecture:

Changing the Engines in Mid-Flight

WORLD INTERNET USAGE &
POPULATION STATISTICS

|
L J

. Population % Population Usage Usage
o esons o, | TR wenaume MURIEL R, Tome
2007
Africa 933,448,292 14.2 % 43,995,700 4.7 % 3.5% 874.6 %
Asia 3,712,527,624 56.5 % 459,476,825 12.4 % 36.9 % 302.0 %
Europe 809,624,686 12.3 % 337,878,613 41.7 % 27.2% 221.5%
Middle East 193,452,727 2.9 % 33,510,500 17.3 % 2.7 % 920.2 %
North America 334,538,018 51% 234,788,864 70.2 % 18.9% 117.2 %
Latin America 556,606,627 8.5% 115,759,709 20.8 % 9.3 % 540.7 %
Oceania / Australia 34,468,443 0.5% 19,039,390 9 1.5% 149.9 %
WORLD TOTAL 6,574,666,417 |  100.0% 1,244,449,60 0.0% 2447 %

IPv4 Achieved the Critical
IPv6 Can Drive Growth & Contlnmty'
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" Dr. Robert M. Metcalfe
Ethernet Inventor & Advisory Director

‘ Dear NANOG,

You've perhaps already
heard that | made good
o ONA promise to eat the
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The World Wireless Market
Subscribers by Technology June 2007
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World Cellular Subscriber Distribution
June 2007

GSM/UMTS =
85.47% of
world cellular
subscribers

Total World Subscribers
= 2.98 Billion

Source: Informa Telecoms & Media, WCIS, June 2007 Estimates
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WWW: WORLD WIDE WIRELESS

— Siaia A __1

Wireless LAN
IEEE 802.11a,b,g

/""
||’

/ Celluler ™=
g\ W-CDMA, CDMA 2000,

\ m l— L, @ " Wired Broadband
(o= " ~ Network: FTTH,ARS

Wireless MAN e

E 802.16e,802.20. _—




The Internet
“Common Infrastracture for Digital Information”

1970 1990 2005 201x

te Inet q
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Wireless 3G

; Fiber Network
A Leased Line Broadband

“Place for freedom of creativities” WIDE

World’s Top 21 Telecom

ezl Companies by Revenue ($US Billion)

93.2

Verizon Communications

nNTT 92.0
| 77.0

Deutsche Telekom |

Telefonica | | 66.4

France Telecom 65.
| |
AT&T 63.1
Vodafone | | 59.8

Sprint Nextel 43.5

Telecom Italia | | 40.2 =
BT | | 38.3

China Mobile Communications 35.9
KDDI 28.5 ‘ |

Comcast

Vivendi

China Telecommunications

America Movil 21.5
Korea Telecom 18.6
Telstra 17.3
BCE 16.5
Carso Global Telecom 16.1 SOUFCG:FORTUNE GLOBAL 500
July 23, 2007
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IPv6 vs. IPv4 Security Model

Easy to configure IP-VPNs between end-to-end nodes with IPv6

IPv4 | Global address segments
< >

Site-to-Site g\ ffcure- Irf':s.n:iSSi:": /g

secure IPsec IPsec
1Pva Branch B

P Branch A
communications Node Internet Node

| —R NAT \EJ
IPsec optional

Low security in the Low interoperability
LAN segments between different vendors

Global address segments

= . Secure Transmission >
IPV6 ; .....lllllll IIIIIIII““'E-
End-to-End
Branch A IPv6 Internet

secure o _"_______" Branch B
communications ‘ IR e Secure Transmission #®§ \ !

=4 T

.

IPsec support End-to-End secure Sy 89 <2 oo ‘ P;
mandated eormrUnications connection artner company
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p———sm The UOPF and m2m-x

» Ubiquitous Open Platform Forum
» ISPs and appliance manufactures established the UOPF in February of
2004 to accelerate the Internet Appliance market.
> ISPs: NTT Com, KDDI, Fujitsu, NEC, Panasonic, Sony

» Manufactures: Hitachi, Matsushita, Mitsubishi, Panasonic, Pioneer,
Sanyo, Sony, Toshiba

» http:/luopf.org/en/

> m2m-x
» m2m-x is an open standard - the UOPF published the technical
specifications in April of this year.
» One great example of a peer-to-peer technology.

» The basis for m2m-x is to create new IPv6 business models and
provide customers with “secure, easy, and real-time communications
between objects on an end-to-end basis.”

Vision & Way Forward




Gorrr oo m2m-x Technology

e =il

Secure Data Channel

IPv6 Internet

.
“‘
o
-

» m2m-x = machine to machine security (authentication and encryption)
anytime, anywhere

» Designed to facilitate secure communications between appliances,
computers, and any other device

» Based on IPsec and SIP
» Authentication, connection management, and configuration is
controlled by a central m2m-x management server

» After necessary connection management by m2m-x server, data
communications between devices is conducted peer-to-peer with IPsec
encryption with no intervention by the m2m-x server

Vision & Way Forward

Remote -
: T "} .7 Mobile :
Home owner " Network ¥
i @Mobile 7 .

Home owner

Example 1: Smart Home
AT T commicaions Security System

of
.
.
.
.
.
"""
.
e
L)

@Office %W —
A 4 gl Sensor
...... +**"Gamera F v
Security
Officer Restricted Area
3PCC: 3" Party Call Control,
PS: Presence Server

Upon detecting an intruder, the system instantly finds the current location of the
authorized watcher (e.g. home owner) and establishes a video connection.

Features: Secured communication: m2m-x security ~ Strict Authorization: No third party eavesdropping

Application Integration: Uses SIP 3PCC for connection establishment
Other Applications: Office-building, Industry, Campus, Home security, Emergency Services, Remote Health Care
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Example 2: Cyber Conferencing
G System

IPv6 ready collaboration system works based on the m2m-x
authentication platform. For remote site meeting facilitation, this
system enables not only video communications but also sharing
images, applications and handwritten notes on the screen between
remote sites - interactively and securely.

sion control) !I \@\

NTT Global
IPv6 Backbone o

End to End IPsec VPN
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IPv6 @ Comcast
Managing 100+ Million
IP Addresses

NANOG 37

Alain Durand

Office of the CTO

Director — IPv6 Architect
Alain_Durand@cable.comcast.com
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Simplistic View of Comcast IP problem

20 Million video customer
2.5 set-top box per customer

2 |IP addresses per set-top box

Total: 100 Millions IP address

And we have not yet talked about High Speed Data. ..
nor Comcast Digital Voice. ..
nor merger/acquisition. ..

4 Comcast — Nanog37: Managing 100+ million IP addresses
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From Net 10 to IPv6 in the Control Plane

» Until recently, Comcast was using Net 10 (RFC1918) for
managing the cable modems.

» That space has been exhausted in 2005.

« Comcast recently was allocated the largest part of Net 73
and has renumbered cable modems in that space.

* In the control plane, all devices need to be remotely
managed, so NAT isn’t going to help us...

* |Pv6 is the clear solution for us

* However, even we are starting now, the move to IPv6 is not
going to happen overnight

5 Comcast — Nanog37: Managing 100+ million IP addresses
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IPv6 Strategy

- Start early
— Deployment plans have started back in 2005

* Deploy IPv6 initially on the Control Plane for the
Management and Operation of the Edge Devices we
manage

— Docsis CM, Set Top boxes, PacketCable MTA (Voice),...

* Be ready to offer our customers new services that
take advantage of IPv6

10 Comcast — Nanog37: Managing 100+ million IP addresses
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IP Addresses: Natural Growth vs New Services

(in the coming years)

|PV4 — |PV6
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Note: this graph shows trends, not actual data

7 Comcast — Nanog37: Managing 100+ million IP addresses
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At Bechtel
IPv6 is all about

business...

— Response to changing business
models

— Global technical positioning
— New capabilities

— Engineering systems
convergence to IP

— Customer-partner-vendor-
induced IPv6 insertion

Bechtel IPv6

Non-P IP

BACnet —] £\ Ct/|P
Fieldbus m—) F-ic|dbus HSE
PROFIBUS m—] PR OF N6t
Others M |P-based

Many other significant change drivers
»Economics, Interoperability, Simplify
=Security

=Customer requirements

Bechtel IPv6 Vision & Way Forward




Implications of Project-Based

Environment

= Highly mobile
workforce

= Volatile
infrastructure

--------

= On-demand
collaboration

"
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= Constant tech
evolution

Bechtel IPv6 Strategy

Develop Sustainable IPvé Competence Through
Experience

—Foundation first

—Keep IPv4 (for now) — Add IPv6

—Broad deployment of expected successes
—Ensure nothing breaks (in production)
—Maintain / improve security

—Use natural change mechanisms when able

—Actively engage key technology partners




Bechtel IPv6 Strategy

Develop Sustainable IPvé Competence Through
Experience

—Foundation first

—Keep IPv4 (for now) — Add IPv6

—Broad deployment of expected successes
—Ensure nothing breaks (in production)
—Maintain / improve security

—Use natural change mechanisms when able

—Actively engage key technology partners

iIcrosoft IT IPv6 Deployment

95,000 e-mail

300,000+ PCs and devices server accounts
7,000+ servers - s 89,000 end users

I g

400+ supported MS
sites in 89 countrl

Johannes

t 3M+ e-mall messages
= per day internally
99.99% availabilityem ¥ Windows Vista
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iThe Seamless:Networks Vision

Internet IS your network
» Applications just work

* All communications
authenticated

» Trust boundaries defined
by policy instead of
topology

ki L
W. Windows Vista

Vision & Way Forward

* The seamless network
demands new paradig

« Ease of connectivity
« Security
* Mobility
* IPv6 is required to
support the new network

ki L
W. Windows Vista
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IT Complexity & Cost Microsott,
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German Federal Government
Simple email as Driver

Federal Ministry of
Education

Stateful
Firewall

Lander Ministry of
Education

Router Router Firewall

Communes
Edge Stateful ‘ network
Router  Firewall

ISP
Router
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-eeo Die DOI definierte IPV4/IPV6 ... e

22t Dualstack Zielarchitektur ...

DEUTSCHLAND
ONLINE

Kommmalel
Lander
Bundes Netz

Kommunale/
Lénder/

oL

ziertes logisch€s
PES VPN

1 i
Kommundel ~ Kommunakl  Kommuna Sandot Standor e
Lénder Lander Lander/ Land Hessen Land Hamburg

BundesNez ~ BundesNetz ~ Bundes Netz

Visioii & Wayv Forward

Developing Nations Ministers
Yahoo email — the only email

Ministep

||

=
Edge Stateful
Router Firewall

ISP
Router
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Solution
Overview

e Enhances
Interoperability

Optimizes
Command &
Control

Improves
Situational
Awareness

NORTH AMERICAN

I MetroNet6

[ SACRAMENTO

Incident
Response
Personnel

N

Command Post

g Physical
Location
{Building Sensaor

Mobility )

: ! Hastily Formed
' Networks

FORUM

Smart

Infrastructure

Emergency
Response
Personnel

afran]e.
CIsco

Building is a “Smart
Building” wired
with IPv6 sensors —

accessed by IPR
commander

IRP connected
to cloud via
mobile PAN

router

Sensor nodes are
Local Fixed Nodes
{LFN] attached to
PAN Mobile router
with NEMO

I MetroNeté B4”

V6% SACRAMENTO

" IRP Monitoring
Deshboard

NORTH AMERICAN

l’
I IVE oscn

/" IRP Commander
can monitor IRP
while deployed,

in real time

Multiple WLAN clouds
deployed nmning native IPv6

IRP are MIPvé user connected
back to IRP network via HA




AIRS - Why IPv6?

The Global reach of IPv6 networks allows local
responder networks to be linked back to any rear-
area network or competency center, in a secure
manner, to engage global experts for highly
specialized skills.

Open standard based architecture necessary
to create and organize a scalable network in
any environment, at any time.

v Collaboration Across Agency/Jurisdiction
¥v" Optimized Command & Control

¥ Common Operational Picture

v Location Based Communities of Interest

Enables the immediate integration of diverse
data, voice, and video information sources.

¥ Neighbor & Service Discovery
v Peer to Peer Communications
¥ Sensor Array Access

¥ Proactive Health Tracking

¥ Physical Location Tracking

Enables sensor-generated data by embedding
IPv6 over Low Power Personal Area Networks,

Cisco

:

Government & Industry
Emergency & Crisis Management

U-2010 — an IPv6 Public Safety Framework

U-2010»

8200 Olene Sysiamm Ine. AT iights e red




» The world is outfitted with billions of
devices sensing their environment

~Homes, offices, factories, streets,
hospitals, automobiles....people
~lssue:

~Data is dropped or remains local

. 3

»Arch Rock Solution:

~ Extend reach and lower cost through
low power wireless mesh networks

~Provide global visibility by bringing
sensors on the Web and the IP network

Arch Rock Proprietary - All Rights Reserved
Vision & Way Forward

What is a Wireless Sensor Network? .;‘.____,___Rm

Network of small-footprint computers
Optimized for long-life on low power Internet or Enterprise
Equipped to sense physical data
Networked using low-power radio 7
Gateway Server: a

. . Data and Mgmt

» Function: . ,\
— Sense any measurable parameter Wired of Wireless Upm}ks

= Light, motion, chemicals, proximity, biometrics i I
— Form network and communicate LoWPEN & ﬁ
: : £ : Border Router |
« Automatic meshing and routing over the air /
» Form “LoWPAN": Low Power Area Network
— Apply user-defined business logic

« Sampling, summarizing, reporting events Wireless SEhsor
Nodes

» Form:
— Mote (Processor, Radio, Storage) + Sensors
— Embedded Operating System and Networking
— Edge Gateways or LoWWPAN Border Routers

Arch Rock Proprietary - All Rights Reserved
Vision & Way Forward




Digital Convergence:
One Network Connecting Everyone

Telephone
Network

Data

Network
i Global
Internet

TV
Network

Mobile
Telephone

Round Trip Time Comparison
Direct vs. Southern route

e R The Distance
o e London : between London and Tokyo
0 AP AT Direct — 11,600KM

via South — 25,000KM




Sharing intelligence within a second

9 WIDE

With Everyone!

I'NTERNET USERS M A P
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